PTG &
SMB CYBER INSURANCE

QUICK REFERENCE GUIDE

NO MATTER HOW MUCH EXPERIENCE YOU ——
HAVE WITH CYBER INSURANCE, IT CAN FEEL il uesionson oo e

application. If you don’t know how to

OV E RW H EI.M I N G . answer a question, just ask us! We're

happy to clarify.
Cyber risk is constantly evolving, making it difficult for insurers

to develop consistent risk profiles. Using our experience helping
customers in diverse industries with unique insurers, we've

identified common themes and frequently asked questions. Use . )
There will be sections that your
this document to help proceed with confidence as you apply or

renew your cyber insurance policy! IT IS 0 KAY company willlikely answer o .

Focus on the baseline requirements
T0 SAY NO.

. . o . . and work towards the best-in-class
While every insurer is different, the security systems and practices

underwriters look for when evaluating risk and pricing out policies e e Ao yenrnth

remain fairly constant.

Keeping in mind the sheer complexity

TOP SECURITY CONTROLS FOR CYBER INSURANGE:
D U N "I' of some of these requirements, it is

crucial to start your application sooner
MULTI-FACTOR AUTHENTICATION (MFA) PROCRASTINATE

than later so if you're unsure about a
Solutions to positively confirm the identity of remote workers, as well section, you'll have time to get help.

as privileged users like system administrators and third-party IT

management vendors. MFA has emerged as a fundamental requirement

for cyber insurance, especially in the case of authenticating privileged user access. Many insurers will deny coverage to companies lacking

robust MFA controls.

PRIVILEGED ACCESS MANAGEMENT (PAM) ENDPOINT DETECTION AND RESPONSE INCIDENT RESPONSE PLANS

Solutions to control, secure and audit access to (EDR/XDR) To ensure businesses have

privileged accounts (root, superuser, etc.) used Solutions to proactively identify and well-documented detection, containment
by system administrators and other privileged remediate suspicious activity on physical and remediation procedures in place,
users. Privileged accounts are typically used for and virtual endpoints (i.e. servers and including ransomware playbooks.
alimited and defined time (i.e., just-in-time) workstations).

and by approval or workflow.

EMPLOYEE TRAINING PROGRAMS PATCH MANAGEMENT DATA BACKUP AND RECOVERY BEST PRACTICES
To improve cybersecurity awareness and Best practices to ensure systems are To ensure businesses can quickly restore
educate employees about phishing scams and up to date and to minimize security operations in the wake of a cyber-attack
other tactics used to carry out ransomware vulnerabilities. or disaster.

attacks.
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THE CYBER SECURITY CONTROLS TRAFFIC LIGHT SYSTEM

Now that you know some of the key terms you will see on your insurance application, let’s get into some common requirements you will see
within those applications. In the table below, we will start with the baseline requirements to qualify for insurance, then work our way to

best-in-class recommendations that may help lower your insurance costs.

® MFA for employee email access on a non-owned/managed device

R E D ® MFA for remote access (VPN) and remote desktop protocol (RDP)

® MFA for privileged accounts/privileged access
Minimum Standard
of Security Required e Offsite, and preferrable online, backups of critical data

O Less than 7 days for most data, 30 days for critical, tested quarterly
® Deploy an Endpoint Detection and Response solution on every managed device

Pl 9 fiwepllameat ® Create a plan for patch management on important hardware and software
these practices will
preclude you from coverage. O Demonstrate the ability to apply patches immediately to high-profile programs

Superi . Vital. . - . . L . .
Hper Important. Vi ® Regular employee cybersecurity training, especially phishing training and simulations

Tracking phishing training simulations

Robust email filtering tools that block malicious attachments, suspicious files, and more

Better Than Red; - N
Usitreis e Wl S Advanced Privileged Access Management applications
Advanced plans to take unsupported software and hardware offline with plans to fully decommission

Strict insurers may refuse Response and recovery plan, tested and updated

coverage if you're missing - ]
g E Block local administrator accounts on managed endpoints
these, especially at big

businesses.

© Password management through a vault or randomizer with limited access and check-in/out

G R E E N ® Details for service accounts with domain credentials, what they do, and how they are monitored
as they move around the network

Requirements Above Both; ® Invest in a security information and event management (SIEM) system that offers real-time

BESECSIORURACIWHIES monitoring and analysis of events

O Also tracks and logs security data for compliance and auditing purposes
All above and beyond

necessary requirements, ® Invest in a Data Loss Prevention tool that detects and prevents data breaches
5o this is more to help

: . ® Follow all information security framework available
with cost and security.

© Maintain a 24/7 security operations center (SOC)

To learn more about cyber insurance requirements,

visit us at or call us directly at




